Poisoned Samples

Poisoned Dataset

Effective Backdoor Defense by Exploiting
Sensitivity of Poisoned Samples

Abstract

Poisoning-based backdoor attacks are serious threat for training deep
models on data from untrustworthy sources. Given a backdoored model, we
observe that the feature representations of poisoned samples with trigger
are more sensitive to transformations than those of clean samples. It
inspires us to design a simple sensitivity metric, called feature consistency
towards transformations (FCT), to distinguish poisoned samples from clean
samples in the untrustworthy training set. Moreover, we propose two
effective backdoor defense methods. Built upon a sample-distinguishment
module utilizing the FCT metric, the first method trains a secure model from
scratch using a two-stage secure training module. And the second method
removes backdoor from a backdoored model with a backdoor removal
module which alternatively unlearns the distinguished poisoned samples
and relearns the distinguished clean samples. Extensive results on three

benchmark datasets demonstrate the superior defense performance against

eight types of backdoor attacks, to state-of-the-art backdoor defenses.
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Paradigm2: Backdoor Removal

Framework of two proposed backdoor defense methods for secure training from scratch (paradigm1) and backdoor
removal (paradigm2)

Sample-distinguishment (SD) module

Secure Model

Observation: - " Feature Epace §
Poisoned samples § g ’ pelore Aler
are more sensitive &= e C,:::Z;i‘:” H
to transformations ég ' & oy ® Clean(class2) +
than clean samples, ©2F & | 5 SRR, |

which inspires us to g 573 I - 779

propose a similarity &8 | =
metric to distinguish t: | i ,L
clean and poisoned & & -

I
I
I
I
I
I
I
I
I
I
Before Transformations :Before Transformations
|
I
I
A
I
|1
I
I
|
|

After Transformations

samples. After Transformations

Union

Weixin Chen, Tsinghua Shenzhen International Graduate School, Tsinghua University

Baoyuan Wu, School of Data Science, The Chinese University of Hong Kong, Shenzhen
Haogian Wang, Tsinghua Shenzhen International Graduate School, Tsinghua University

Feature consistency towards transformations (FCT):
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Distribution of clean and poisoned samples with respect to the FCT metric on CIFAR-10.

Effectiveness of SD module:

We show how FCT metric performs better than other metrics, under the
backdoor-removal paradigm for illustration.
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Test ACC and Test ASR of four metric-replaced D-BR methods on the poisoned CIFAR-10.

Two-stage secure training (ST) module

Stage 1: learning feature extractor via semi-supervised contrastive learning
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Stage 2: learning classifier via minimizing the mixed cross-entropy loss
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Effectiveness of ST module:

Firstly, we show how SS-CTL performs better than CTL or S-CTL in training
a secure extractor.

Attack — BN-all2one BN-all2all Trojan Blend-Signal | Blend-Kitty SIG CL

Jo. | ACC ASR ACC ASR| ACC ASR|ACC ASR |ACC ASR| ACC ASR | ACC ASR

CTL 85.63 1.52 83.02 1.65| 8503 1328512 0.00 | 8349 0.00 | 8310 0.00 | 83.77 488

S-CTL 9298 0.00 9373 0.73 | 93.80 0.00 | 94.09 0.00 | 94.18 0.00 | 9451 99.77 | 94.67 98.34
SS-CTL 9277 003 8922 2059372 0009359 0.00 |91.82 0.00|90.07 000 | 9046 640

Performance with the feature extractor trained with three learning algorithms on the poisoned CIFAR-10.
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Secondly, we explore how = - =

the mixed cross-entropy
loss affects the
performance of the
classifier.
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Performance of D-ST method:
Defense — Baselinel Baseline2 DBD D-ST
Dataset | | Auack | ACC ASR | ACC ASR | ACC ASR | ACC ASR
BN-all2one 83.54 260 |91.32 9991 | 9275 100.00 | 92.77 0.03
BN-all2all 83.95 272 [91.59 57.39 | 9295 7521 (8922 2.05
Trojan 83.77 524 [93.63 99.98 |92.81 100.00 | 93.72 0.00
Blend-Strip 85.36  99.93 | 94.19 100.00 | 9421 99.98 | 93.59 0.00
CIFAR-10 | Blend-Kitty 85.03 99.99 | 9431 100.00 | 93.32 100.00 | 91.82 0.00
SIG 85.14 99.02 | 9437 99.93 [ 9437 99.71 | 90.07 0.00
CL 8579 10.76 | 94.58 98.87 | 9432 99.87 | 90.46 6.40
Avg | 8465 4575 | 9343  93.73 | 93.53 9640 | 91.66 1.21
BN-all2one 54.48 1041 | 67.62 100.00 | 69.08 100.00 | 68.43 0.12
Trojan 56.17 12.76 | 71.01  100.00 | 72.18  99.99 | 68.04 0.08
CIFAR.100 | Blend-Strip 58.01 9991 | 7247 99.99 | 71.29  99.99 | 67.63 0.00
G Blend-Kitty 57.21 99.99 | 73.36  99.99 | 7243 100.00 | 67.06 0.00
Avg | 56.47 5577 | 71.12 100.00 | 71.24  99.99 | 67.79  0.05

Backdoor removal (BR) module

Unlearning:
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Effectiveness of BR module:
We show how the iterative learning algorithm consisting of unlearning and
relearning performs better than the pure unlearning or pure relearning.
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Test ACC (top) and Test ASR (bottom) of three learning algorithms on poisoned CIFAR-10.

Performance of D-BR method:

Defense — Backdoored FT* ANP* NAD* MCR* ABL D-BR
Dataset | | Attack | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR
BN-all2one 91.64  100.00 | 88.99  66.79 | 90.03 10.54 | 84.46 2.13 | 9421 829 |89.36 0.19 | 92.83 0.40
BN-all2all 9279 8801 | 9031 4.96 | 86.04 147 | 8497 171 | 9217 296 | 7991 78.16 | 92.61 0.56
Trojan 91.91 100.00 | 89.86 100.00 | 90.89 0.81 | 8329 504 | 93.90 258 |90.18 023 | 9221 0.76
Blend-Strip 92.09 9997 | 89.91 93.50 | 88.33 0.04 | 83.09 13.30 | 91.77 17.96 | 58.46 022 | 92.40  0.06
CIFAR-10 | Blend-Kitty 92.69 9999 | 9047 99.31 | 84.07 0.01 | 84.54 2896 | 9442 749 | 7920 227 | 9211 0.14
SIG 92.88 99.69 | 90.81 99.87 | 8243 7632 | 81.00 64.72 | 91.82 99.04 | 79.94 98.84 | 92.73  0.24
€L 9320 9334 | 90.03 7744 | 7257 1090 | 8446 2.66 | 92.13 7201 | 8439 031 | 92.08 0.00
| Avg 9246 9729 | 90.05 77.41 | 8491 1430 | 83.69 1693 | 92.92 30.05 | 80.21 2575 | 9242 0.31
BN-all2one 7123 99.13 | 70.81  66.28 | 6542 0.00 | 69.03 11.41 | 73.38 027 | 6647 002 | 72.58 0.25
Trojan 7575 10000 | 7421 99.94 | 6452  0.03 | 72.11 9221 | 7451  0.12 | 68.12  0.00 | 7452  0.00
CIEAR.100 | Blend-Strip 7554 9999 | 7336 99.65 | 67.38 0.00 | 71.18 9578 | 73.37  0.07 | 49.13 0.00 | 74.35 0.00
E Blend-Kitty 75.18 9997 | 7293 99.96 | 69.03 0.00 | 7173 99.93 | 73.93 20.60 | 47.05 0.00 | 72.00 0.01
| Avg 7443 9977 | 7283 9146 | 66.59 0.01 | 71.01 74.83 | 73.80 527 | 57.69 001 | 73.36 0.07
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