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Abstract
Poisoning-based backdoor attacks are serious threat for training deep 
models on data from untrustworthy sources. Given a backdoored model, we 
observe that the feature representations of poisoned samples with trigger 
are more sensitive to transformations than those of clean samples. It 
inspires us to design a simple sensitivity metric, called feature consistency 
towards transformations (FCT), to distinguish poisoned samples from clean 
samples in the untrustworthy training set. Moreover, we propose two 
effective backdoor defense methods. Built upon a sample-distinguishment 
module utilizing the FCT metric, the first method trains a secure model from 
scratch using a two-stage secure training module. And the second method 
removes backdoor from a backdoored model with a backdoor removal 
module which alternatively unlearns the distinguished poisoned samples 
and relearns the distinguished clean samples. Extensive results on three 
benchmark datasets demonstrate the superior defense performance against 
eight types of backdoor attacks, to state-of-the-art backdoor defenses.

Two-stage secure training (ST) module

Feature consistency towards transformations (FCT):

Sample-distinguishment (SD) module

Backdoor removal (BR) module
Unlearning:

Distribution of clean and poisoned samples with respect to the FCT metric on CIFAR-10.

Framework of two proposed backdoor defense methods for secure training from scratch (paradigm1) and backdoor 
removal (paradigm2)
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Observation: 
Poisoned samples 
are more sensitive 
to transformations 
than clean samples, 
which inspires us to 
propose a similarity 
metric to distinguish 
clean and poisoned 
samples.

Stage 1: learning feature extractor via semi-supervised contrastive learning

Stage 2: learning classifier via minimizing the mixed cross-entropy loss

Performance of D-ST method:

Relearning:

Effectiveness of SD module:
We show how FCT metric performs better than other metrics, under the 
backdoor-removal paradigm for illustration.

Test ACC and Test ASR of four metric-replaced D-BR methods on the poisoned CIFAR-10.

Effectiveness of ST module:
Firstly, we show how SS-CTL performs better than CTL or S-CTL in training
a secure extractor.

Performance with the feature extractor trained with three learning algorithms on the poisoned CIFAR-10.

Effectiveness of BR module:
We show how the iterative learning algorithm consisting of unlearning and 
relearning performs better than the pure unlearning or pure relearning.

Test  ACC (top) and Test ASR (bottom) of three learning algorithms on poisoned CIFAR-10.

Performance of D-BR method:

Secondly, we explore how 
the mixed cross-entropy 
loss affects the 
performance of the 
classifier.


